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Privacy Policy of arzthaus.ch Ltd

1 Why have we developed this Privacy Policy?

Under the Data Protection Act, we are obligated to inform you about the processing of
your personal data.

2 Who is responsible for the data processing?

Arzthaus.ch Ltd, of Zeughausgasse 22 9000 St. Gallen (“Arzthaus”) is responsible for
the collection, processing and use of your personal data.For establishing contact and in
case you have any questions, J. Olsson will be happy to assist you via email at
info@arzthaus.ch or by phone at 044 244 50 70.

3 Who does this Privacy Policy apply to?

This Privacy Policy applies to all natural persons (“you”) whose personal data is
processed by Arzthaus, The processing of personal data in connection with medical
services provided by Arzthaus (“doctor-patient relationship”) . is additionally subject to
professional secrecy or a professional duty of confidentiality. The Privacy Policy applies
regardless of the channels you and Arzthaus interact through or the transactions affected
by the processing (website, events, applications, etc.).

The Privacy Policy therefore covers, in particular, the following categories of persons:
e patients
e persons visiting a website of Arzthaus
e visitors to the premises of Arzthaus who are not patients;
e persons who receive marketing information from Arzthaus;

o referring bodies of Arzthaus who are natural persons, or in the case of legal
persons, their points of contact;

e persons who participate in customer events and other public events of Arzthaus;

e contact persons of the suppliers and service providers of Arzthaus, e.g.
laboratories, diagnostic centres;

e persons applying for positions at Arzthaus (e.g., through our careers website
www.arzthaus-karriere.ch or “blind”).
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4 What personal data do we process?

The personal data we process includes but is not limited to the following:

4.1 Master data

Master data is basic personal data, e.g.
e name
o title
e date of birth
e contact details (e-mail & postal address)
e bank details
e gender

We process these, e.g. in the context of implementing a contract, service provision,
invoicing, processing a job application or for communication purposes

4.2 Health data

If you are a patient at Arzthaus, we process your health data (e.g., data on illnesses,
diagnoses, medical history, etc.).

We process this data, for example, to provide medical treatment and fulfill our treatment
contract with you, to bill for our services (e.g., to insurers), to refer you to a doctor for
further treatment or to send your samples to a laboratory, for quality assurance purposes,
and to comply with our legal obligations (e.g., maintaining patient records).

4.3 Contract data

In addition to the master data, contract data is collected prior to the conclusion of the
contract, upon conclusion of the contract and during the implementation of the contract,

e.g.

e for enquiries about products and services that you or your company offer or
provide

e regarding the services provided by you or your company for Arzthaus

¢ regarding job applications; in this case, besides the personal data resulting from
the documents submitted by you, Arzthaus will also process references obtained
(see also Section 5.7).
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4.4 Marketing data

If you attend events of an Arzthaus or use other information channels outside the doctor-
patient relationship, Arzthaus may process personal data for marketing purposes. This
is the case, for example, if you

e register for an event or

e Vvisit a website of Arzthaus.

4.5 Communication data and technical data

Arzthaus collects personal data including but not limited to the following in the form of
communication data relating to the use of our websites:

e [P address
e date and time of the request
e time zone difference to Greenwich Mean Time (GMT)
e content of the request (specific page)
e access status/HTTP status code
e volume of data transferred in each case
¢ website from which the request came
e browser
e operating system and its interface
e language and version of your browser software
The processing of personal data through the use of cookies is described in Section 10.

For security purposes, we make video recordings in the entrance area of some practices.
The video cameras are marked. The images are geographically limited to this area.

5 Purpose of processing personal data

5.1 Implementing contracts

We process personal data, including but not limited to master data, to fulfil the contracts
concluded with us (e.g. treatment contract, when delivering blood samples to the contact
details of the laboratory), to initiate a contract (e.g. when we respond to an offer from a
supplier) or to bill our services.
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5.2 Communicating with you

In particular, we use master, marketing and contract data to communicate with you (e.qg.
to submit a request to your customer service or in the event of warranty claims).

5.3 Marketing

We process your personal data, primarily master data but also contract data, for
marketing purposes, e.g. to draw your attention to events.

5.4 Improving the website and determining the load on servers

Arzthaus uses your communication data to analyse the use of the website, to statistically
evaluate visits to the website, to present the website to you in an effective and appealing
manner, to identify errors, to continuously improve the website and to determine the load
on the web servers (see also the information in Section 11).

5.5 Ensuring security

We also process personal data (e.g. communication data) for security purposes, whether
for IT security or to prevent theft or fraud and for the purpose of producing evidence. This
includes, for example, video recording in the entrance areas of Arzthaus or monitoring
our IT infrastructure to prevent and defend against cyber-attacks.

5.6 To comply with legal requirements and safeguard rights

Finally, we process personal data to comply with legal obligations, e.g. relating to the
maintenance and storage of patient records, to the retention of business records, for tax
purposes or to enforce claims to which we are entitled under contracts. For this purpose,
we mainly use master and contract data as well as patients' health data.

5.7 Processing of job applications

When you apply for a position at Arzthaus, we process your personal data (in particular,
basic and contact information (such as first name, last name, email address, phone
number, and address), application documents, references, interview notes, and
evaluations) exclusively for the purpose of conducting the application process and
assessing your suitability for the advertised position. Your application data will be made
available internally only to those individuals involved in conducting the selection process.
We also share your personal data, to the extent necessary, with our external service
providers, such as recruitment agencies, providers of career websites, and associated
applicant tracking systems (including software providers). These service providers act
as our contractors and are contractually obligated to comply with data protection
regulations and maintain confidentiality.
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Our career platform and applicant tracking system are partially based on software
systems that use artificial intelligence (Al). However, no decisions regarding your
application are made solely on the basis of automated processing in accordance with
Art. 21 of the Swiss Data Protection Act.

Legal basis: The legal basis for processing your personal data is your consent (Art. 6(1)
(a) GDPR) as well as our legitimate interest in identifying talent with the appropriate

Legal Basis: The legal basis for processing your personal data is your consent (Art. 6(1)
(a) GDPR) and our legitimate interest in hiring talent with the appropriate skills (Art. 6(1)
() GDPR). For candidates residing in the EU/EEA, Art. 6(1)(b) GDPR (processing
necessary for the performance of a contract) also applies as the legal basis for data
processing.

If your application is rejected, your documents will generally be deleted within six months
after the conclusion of the application process, unless legal requirements necessitate
longer retention. If you are hired, your application documents will be transferred to your
personnel file and subject to the retention periods applicable to employment
relationships.

If we wish to retain your documents in our applicant pool beyond the specific application
process in order to consider you for future suitable positions, we will obtain your express
consent in advance. You may revoke this consent at any time without formal notice.

If you have any questions or wish to exercise your rights, please contact the point of
contact listed in Section 2.

6 Privacy policy for the “MediVoice” telephone assistant

We use the artificial intelligence (Al)-based and Al-supported telephone assistant
“MediVoice” from Mediform GmbH, Lammstrasse 21, 76133 Karlsruhe, Germany, for
appointment management and to process other patient-related matters (e.g.,
prescription orders, referrals, callback requests). As a patient, you always have the
option of directing your request or appointment inquiry to our practice assistants instead.
By using MediVoice, you consent to the processing of your personal data as discussed
below.

Mediform processes personal data exclusively on behalf of Arzthaus and in accordance
with our instructions, as well as on the basis of a contract data processing agreement
and a confidentiality obligation. The latter obliges Mediform, as an auxiliary of Arzthaus,
to maintain doctor-patient confidentiality (in accordance with Art. 321 of the German
Criminal Code). Mediform has also committed itself to maintaining high security
standards when processing personal data and has implemented appropriate technical
and organizational protective measures (such as encryption, role-based access controls,
logging, etc.).
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Your details are automatically transcribed during the phone call and sent to Arzthaus in
a structured form; appointments or requests are created on this basis. Your data will not
be passed on for advertising or marketing purposes.

The transcription of conversations into text form is always automated. Audio data is not
stored permanently. Audio processing is used exclusively for the short-term, temporary
creation of transcripts and is encrypted. In addition to the transcripts, connection and
system data (e.g., telephone number, date/time, duration of the call, technical log data)
are also processed.

MediVoice processes in particular your master data, appointment data (desired/agreed
appointment, practitioner/specialist, practice location), audio data (as above), request-
related and other information provided by you (e.g., prescription/referral request,
insurance status, brief description of symptoms in keywords, if applicable, further
information about your state of health), and marginal data (e.g., date/time and duration
of the call) are processed via MediVoice. Processing is based on your voluntary use of
MediVoice and your consent, as well as on the contract (fulfillment of the treatment
contract by Arzthaus) and Arzthaus' legitimate interest in ensuring efficient service
provision.

We have contractually ensured that Mediform processes your data exclusively in
Switzerland and within the EU/EEA in accordance with the provisions of Swiss law. Your
data is stored exclusively in Switzerland and Germany. Your data will not be transferred
outside Switzerland and the EU/EEA.

Process and appointment data (including transcripts) stored in the Mediform system are
deleted regularly at the request of Arzthaus and no later than 10 years after completion
of treatment, unless longer statutory periods apply. Technical logs/log data are stored
for security and verification purposes for a maximum of 30 days and then deleted or
anonymized.

Appointment reminders: To reduce missed appointments, you can give us your consent
via MediVoice to remind you of upcoming appointments by text message or email. You
can revoke this consent at any time without formal notice; the legality of the processing
carried out up to the point of revocation remains unaffected.

7 Deletion of personal data

We will process and store your personal data for as long as necessary for the purpose
of the processing or for purposes compatible therewith, for as long as we have a
legitimate interest in its storage or for as long as we are legally obligated to retain it. For
example, we are obligated to keep accounting records for ten years. The video
recordings referred to in Section 4.5 are deleted after 24 hours.
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8 Who do we disclose your personal data to?

We disclose personal data to third parties for the purposes listed in Section 5. These
include primarily the following types of recipients:

e With regard to patients: doctors providing pre- or post-treatment, service
providers (e.g., laboratory service providers) or other auxiliary persons (e.g., for
the setup, maintenance, and servicing of our IT systems and medical devices),
health insurance companies, and other insurers

e carriers entrusted with the transport of laboratory findings, products or the like
e service partners in connection with the provision of services and warranties

e credit institutions entrusted with processing payments

e organisers for holding conferences and events

e fiduciary contractors for the provision of administrative services (such as
bookkeeping)

e IT contractors for the provision of IT support/services

e |T service providers in connection with a visit to our website

9 Do we also disclose your personal data to recipients in a third
country?

Your personal data is normally processed in Switzerland and the European Economic
Area (EEA). The countries of the EEA provide adequate protection for personal data. As
part of outsourced data processing, personal data may, in accordance with Section 8, be
transferred on a case-by-case basis to IT companies located in a third country that does
not guarantee adequate data protection. In this case, we or the relevant processor will
ensure compliance with appropriate data protection by the recipient, normally by
agreeing to EU standard contractual clauses which are also recognized in Switzerland

10 From which third parties do we receive personal data about you?

We process personal data that we receive from third parties in the following cases:
Personal data relating to candidates recommended to us by recruitment agencies.

11 Website-specific information of Arzthaus

The following information also applies when using the websites of Arzthaus (including
but not limited to www.arzthaus.ch) with regard to cookies and other tools used. Further
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information concerning the use of the websites (such as the categories of personal data
processed or the purpose of the processing) is set out above.

11.1 Cookies

Our website uses cookies. Cookies are small data packages that are stored permanently
or temporarily on the user’s device when visiting the website. Cookies are utilised to
analyse the use of the website in the context of statistical evaluations and to continuously
improve the website. The cookies used on the website record the location of the user as
well as the third-party page from which the user has navigated to the website. The user
can disable any or all cookies in his or her browser settings at any time. However, if
cookies are disabled, all of the website's features may no longer be available.

11.2 Google Analytics

We also use Google Analytics on our website, a web analysis service provided by Google
Ireland Limited (“Google”), of Gordon House, Barrow Street, Dublin 4, Ireland. The
information generated by Google Analytics about your use of this website may be
transmitted to and stored on one of Google's servers in the USA. However, your IP
address will be shortened beforehand by Google within an EEA country and thus made
anonymous. Google will use this information on our behalf in order to analyse your use
of our website, to compile reports on the website activities and to provide us with
additional services related to the use of the website and the internet. The IP address
transmitted from your browser in connection with Google Analytics is not combined with
other data held by Google. In this case as well, you can prevent cookies from being
stored by configuring your browser software accordingly. Furthermore, you can prevent
the data generated by the cookie and related to the use of this website (including your
IP address) from being collected and processed by Google by downloading and installing
the browser plugin available at http://tools.google.com/dlpage/gaoptout?hl=en.

11.3 Use of Google Maps

We enable you to view and use geo-specific data from Google Ireland Limited (“Google”),
of Gordon House, Barrow Street, Dublin 4, Ireland, via an interface. Before you can use
the content provided by Google, you must first declare to Google whether you accept or
reject the cookies set by Google. For more information on the personal data processed
by Google, please refer to Google’s privacy policy. The controller for the processing of
this personal data collected by Google is Google.

11.4 Social media plug-ins

We use social media plug-ins from Facebook and LinkedIin on our website. Personal
data is transferred to the operators of the social media if you are logged into the
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corresponding social media. Before you can use the content provided by the social media
operators, you must first explain to them whether you accept or reject the cookies they
set. For more information on the personal data processed by the social media operators
can be found in their privacy policy, which is presented to you at the outset. The
respective social media operators are responsible for the processing of this personal
data.

12 What rights do you have in relation to us?

In particular, you have the right to obtain information about your stored personal data, to
correct it or to request its deletion, provided that the applicable legal requirements are
met. To assert your rightsplease contact us (section 2).

13 Amendments to the Privacy Policy

We amend this Privacy Policy from time to time. The version published on the website is
the currently valid version.
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